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Aytentudukanus

be3onacHocTh nHGOpMaIIN

I'ocynapcrBenHas
nH(popMaInMoHHas cucTeMa

Hoctyn k nHGOpMATIT
JocTynHoCTh

3ammra HHPOpMaLUU
OT HECaHKIIMOHWPOBAHHOTO
JoCTyma

3amuaemas nHGopManus

WNnentudukanus

Nudopmanmonnas cucrema

WNndopmanronnsie pecypcsl

Nudopmarnmonusie
TEXHOJIOTUHU

Wndopmarnms

KonTponupyemast 30Ha

KondunennmanbHOCTh

O6paboTka nepcoHaIbHBIX
TaHHBIX

TEPMHUHBI U OIPEJAEJIEHUSA

JleficTBusT TIO TIPOBEpKE TMOMJIMHHOCTH CYOBEKTa JOCTyma
B UH(OPMALIMOHHOM cUcTeMe

CocTosiHME  3alIMIIEHHOCTH  HHGQOpPMalKU, [PU KOTOPOM
obecriedyeHbl  ee  KOH(MIACHIMAIBHOCTb,  JOCTYITHOCTH
U LEJIOCTHOCTh

WNudopmannonHas cucrema, co3iaBaeMas B IEsX pealn3anun
MTOJIHOMOYU I roCy/1apCTBEHHBIX OpraHoB
u oOecneueHuss oOMeHa HHGMOpPMAIME MeXIy OJTUMHU
OpraHaMHy, a TakXK€ B HHBIX YCTAHOBJIEHHBIX (eaepalbHbIMU
3aKOHAMH LIEJIAX

BosmoxHOCTh IONTyueHus: THGOPMAIUHU U €€ UCIIOIb30BaHuUs
Cocrosinne HMH(pOpMAIUKM, XapaKTEpU3yeMoe CIOCOOHOCTHIO
TEXHUYECKUX CPEeACTB M HWH(OPMALMOHHBIX TEXHOJOTHA
obecrieynBaTh OECHPENATCTBEHHBIM JOCTYN K HH()OpPMAaLUU
CyOBEKTOB, UMEIOIUX Ha ATO MOJTHOMOYHS

3ammra uH(QOpMaNMK, HampaBleHHAas Ha NpPEAOTBpAIICHUE
MOJIy4EHHUsl 3aluInaeMoll MHGOpMaluu 3auHTEPECOBAaHHBIMU
CyObeKTaMH C HapyLICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
W TIPaBOBBIMH JIOKYMEHTaMH (aKTaMH) WJIM 00JadaTesIMH
uHOpMallUM TPaB WM TPABUJI Pa3TPAHUYCHUS JOCTYIIa
K 3aluiraeMoi nHpopMauu

Wudopmanus, sBIAIOMASACT  HPEIMETOM  COOCTBEHHOCTH
U moJyiekaniasi 3alluTeé B COOTBETCTBHM C TpPeOOBAHUIMHU
MIPABOBBIX JTOKYMEHTOB 170071 TpeOOBaHUAMH,
YCTaHABJIMBAEMBbIMH COOCTBEHHHKOM HMH(GOPMAITIH
[TpucBoenne cyobekTaM U 00BEKTaM JOCTYIA HIACHTH(PHKATOPA
U (WIM) CpaBHEHHE TMPEABSIBISIEMOTO HACHTH(HUKATOpa
C MepeyHeM MPUCBOCHHBIX HIEHTH()UKATOPOB

COBOKYITHOCTB cojiep Kalieiicss B 60azax JaHHBIX WH(pOpMaIUU
u obecrieynBaonMx  ee  00paboTKy  MH(POPMALMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/CTB

OTnenbHbIE TOKYMEHTBI U OTJIENbHBIE MAaCCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBl  JOKYMEHTOB, COJepXaliuecs
B MHPOPMALIMOHHBIX ~ cucTeMax (OmOnmmoTekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, HHOOPMAITMOHHBIX CHCTEMaX IPYTHX
BHJIOB)

[Tpormeccrl, mMeTonmbl mMoOWCcKa, cOopa, XpaHeHHUs, 00pabOTKH,
MPEOCTAaBICHUS, PACIPOCTPAHEHUsI MH(OPMAIMM M CIIOCOOBI
OCYILIECTBIICHUS TAKUX MTPOLIECCOB U METOJI0B

Ceenenus (cooOmienws, JTAHHBIE) HE3aBUCHUMO
0T (hOPMBI HX TIPECTABICHUS

[IpoctpancTBo  (TEppUTOpHs, 3/4aHUE, 4YacTb  3/aHUSA),
B KOTOPOM HCKIIIOUEHO HEKOHTPOJIMpPYEMOE MpeObIBaHUE JIHII,
HE MMEIOUIMX TIOCTOSHHOTO WJIM  Pa30BOro  JIOIYyCKa,
Y IOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

OO6s3arenbHOE A BHIOJHEHUS JIMIOM, MOJYYHBIIUM JOCTYI
K ompeneneHHor wuHpoOpManui, TpeOOBaHWE HE TepelaBaTh
Takylo HMH(oOpMamuio TpeThbHUM JHIaM 0e3  corjacus
ee oOagaresst

JleticTBus (omepanun) ¢ NePCOHAIBHBIMHU JaHHBIMHU, BKIIIOYAs
cbop, cucTemMaTH3aluio, HAKOIUIEHUE, XPaHEHHE, YTOUYHEHUE



Omneparop

IlepcoHanbHbIe TaHHBIC

Yrpoza 6e3omacHOCTH
uHpopMaun

Vsa3BuMoOCTh

lenoctHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIIOIB30BaHKE, PACIPOCTPAHEHUE
(BTOM wuymcne mepenavy), oOe3IWYMBaHHME, OJOKUPOBAHMUE,
YHUUYTOXKECHHUE TIEPCOHATBHBIX TAaHHBIX

TPOXIAHWH WM  IOPUIUYECKOE JIMIO, OCYHICCTBIISFOIINE
JESITeNbHOCTh M0 AKCIUTyaTaluu WHGOPMAIMOHHONH CHCTEMBI,
B TOM YHcle 1o 00paboTke uHMOpMaIuu, coaepkamencs
B ee 0a3ax JaHHBIX

Jrobass mHbOpMaIMs, OTHOCSIIAACS K TNPSIMO HIJIM KOCBEHHO
OTIpeICIIEHHOMY WJIH ONpeeIsieMoMy (PU3NIECKOMY JIUILY

COBOKYITHOCTh  yCIIOBUM U (DaKTOpOB,  CO3JAIOIIUX
MOTEHIUATBHYIO W peanbHO CYILLIECTBYIOILYIO
OIAaCHOCTb, CBSI3aHHYIO C yTEeUKOi uH(popMalun

W/WIM HECAaHKLIIMOHWPOBAaHHBIMU W/WIIM  HENpPEAHAMEPEHHBIMU
BO3JICUCTBUSIMHU Ha HEE

Henocrarok (cmabocTh) MPOTPaMMHOTO
(TporpaMMHO-TEXHUYECKOTO) CPEeICTBa WIM WHOOPMAITMOHHOM
CHCTEMBl B II€JIOM, KOTOpBIH (KOTOpasi) MOXET OBITh
UCIIONIb30BaHAa  JJIs  pealu3aluud  yrpo3  0e30MacHOCTH
uHpOopMaIuu

YcroitunBocTh MHpOpMAUM K HECAHKIMOHHUPOBAHHOMY
WIN CIIy4aiiHOMY BO3CWCTBUIO Ha Hee B Ipolecce 00paboTKu
TEXHUYECKUMH CpEICTBaMHU, PE3yJIbTaTOM KOTOPOTO MOXET
OBITh YHUUYTOXKECHUE U HUCKAXEHNUE HHPOPMALIUU



I'OCT P

ITonutuka

I'bAOY
®OCB Poccun
DOCTOK Poccun

OBO3HAYEHUA U COKPAILIEHU A

l'ocynapcrBennsbiii crangapt Poccuiickoit @enepanuu

[Tomutuka wuHOpMaroHHOW Ge3omacHOCTH [ ocynapcTBEHHOTO
OIO/UKETHOTO  JOMIKOJBHOTO  00pa3oBaTEIbHOTO  YUPEKICHUS
nerckuil cax Nel01 xomneHcupyromero Buaa @pyH3eHckoro paiona
Cankr-IletepOypra

I'BAOY Nel01 ®pynzenckoro paitona Cankt-IletepOypra
®denepanpHas cayx0a 6e3onacHocTu Poccuiickoit denepanun
denepanbHas CIyx)0a 1Mo TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosimas [lonutrka siBisieTcs TOKyMEHTOM, ONPEAEIAIOIIUM HAIpaBIEHUs JESITEIbHOCTH
B obOmactu obecrieueHusi HWHGPOPMAIMOHHONW  0€30MacHOCTH W TIPEACTABISIET  COOOM
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeiei 1 3a1a4 HHPOPMALIMOHHOM 0€30MacHOCTH, KaK OHO WU
HECKOJIbKO IpaBWJl, MPOLEAYDP, MPAKTUYECKUX MPHUEMOB U PYKOBOJAIIUX MPUHIUIOB, KOTOPBIMHU
pykoBoactByerca I'B/IOY, a Takke OpraHu3allMOHHBIX, TEXHOJIOTMYECKUX U MPOLEAYPHBIX
acrmeKToB oOecneueHuss HHOPMAITMOHHOW 0€301TacCHOCTH.

[onmoxxenust ~ Hacrosimedl  [lomuTukM  HE  pacHpoCTpaHAIOTCS  Ha  oOecreyeHue
nH(pOpMaIMOHHOM 0€30MMaCHOCTH CBEJICHUN, COCTABIISIIONINX TOCYIAPCTBEHHYIO TaliHY.

OcHoBHOI 3amaueii B oOmactu uH(popmanmoHHoi Oe3omacHoctu ['BJOY mnpusnaer
COBEpIICHCTBOBAHUE MEp U CPEACTB oOOecreyeHHs 3alluThl HHGOpMaluud HHPOPMAIIMOHHBIX
pecypcoB KoMUTET B KOHTEKCTE pa3BUTHS 3aKOHOAaTenbcTBa Poccuiickoit ®denepanuum U HOpM
perynupoBaHusi MHGOPMAIMOHHON MAESITENBHOCTH B TEKYLIIUX YCIOBUSX (DYHKIMOHUPOBAHUS
UH(POPMALIMOHHOTO OIS,

[Tpu pazpabotke [ToMUTHKKM YyUUTHIBATNCH OCHOBHBIE MPHUHIIMIIBI CO3JaHMSI CUCTEM 3allUThI
uHGOpPMALIUK,  XAapPaKTEPUCTUKHM M BO3MOXKHOCTH  OPraHM3allMOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-MPOTPaMMHBIX CPEACTB 3aIlUThl UH(POpPMALIUH.

B paMKax CBOEH JeATEeIIbHOCTU I'BAOY o0s3yercs MpealpUHUMATD
BCE BO3MOJKHBIE MEPHI JUIS 3alTUTHl HHPOPMAILIMK OT Yrpo3 0€30macHOCTH HH(POPMAIIUH.

TpebGoBanusi WHPOPMAIMOHHOW OE30MACHOCTH, COOTBETCTBYIOT LENSM JIEATEIHHOCTH
I'BAOY u npeaHazHadYeHBI ISl CHUKEHUST PUCKOB, CBSI3aHHBIX C peau3alrei yrpo3 0€301macHOCTH
uHpOpMaLIUH.

[Tommtuka  moctymHa  Bcem  pabotHmkam ['BJIOY w  BceM  mosp3oBaTesMm
€r0 PeECypCOB.

2.1EJIN u 3AJJAYU OBECIIEYEHUS THO®OPMAIIMOHHOMN BE3OIIACHOCTHA

Cy0bexThl HH(POPMALMOHHBINH OTHOLICHUH

CyOnekTamu npu obecnieueHnn nHGpopMannonHoit 6ezonacHoctr B 'BJIOY sBsttores:

pabOTHUKH CTPYKTYPHBIX MOJIpa3IesieHUi (B TOM YHCIIE YBOJICHHEIC);

rpaxxaane, paboTarolre Mo J0roBopaM IpakJaHCKO-IPaBOBOTO XapaKTepa;

dbusznyeckue I, TPEICTABUTENIM KOHTPAreHTOB B paMKaX HWCIIOTHEHUS JIOTOBOPHBIX
00513aTEeNIbCTB;

dusnueckue nuia, nojasire oopamenue B aapec ' JJOY;

IOpUAMYECKHE JIUIA, B PaMKaX HMCIIOJIHEHUS TOTOBOPHBIX 0053aTENbCTB WM BO MCIOJHEHUHU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOIaTeNbeTBa Poccuiickoit deneparuy;

OpraHbl TOCYJJapCTBEHHOM BJIACTH.

O0bexThI HH(POPMALIMOHHBIX OTHOLICHHIT

O6bexTamMu HHPOPMALIMOHHBIX OTHOILICHUH SIBISIFOTCSI:

uHpopmannonnsie pecypesl ['BJIOY;

rocyaapcTBeHHbIe HHGOPMaIMOHHBIE cucTeMbl OnieparopoM KoTopheix sBisiercs [ BJI0OY;

nporeccel  00paGoTku  umHpopmanuu B MHPopMauumoHHbIX  cuctemax —['B/IOY,
WH(pOpPMAIMOHHBIE TEXHOJOTHHU, PErJaMeHThl H TpOoleaypbl cOopa, 00pabOTKH, XpaHCHUS
U repeaun HHGOpMaluy;

nHpopMmanmoHHass HWHQPPACTPYKTypa, BKIIOYAIONMAs CHUCTEMBl OOpabOTKH, XpaHCHHS
U aHanM3a nH}popMamuu, TporpaMMHBIE U IPOTPAMMHO-AIIAPATHBIE CPEJCTBA, B TOM YHCIIE KaHAIIBI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CUCTEMBI M CPEJICTBA 3aIIUTHl MH(POpPMAIHK, OOBEKTHI U MOMEIICHUS, B KOTOPBIX Pa3MeEIICHbI
cpenctBa 06paboOTKH HHPOPMAIIHH.

Henau obecneyeHnst HHPOPMALMOHHOI 0€30MACHOCTH

OcHoBHOM 1enbl0  oOecneyeHus: WHpopMmanmoHHo ©Oe3omacHoct ['BJIOY  sBistores



JIeMCTBUSL HAINpaBlieHbIE HA JIOCTHKEHHME 3aIIUThl CYOBEKTOB HMH(OPMAIIMOHHBIX OTHOIIECHHHA OT
BO3MO)XHOTO HAHECEHHs] MM MaTepHaIbHOTO, (U3MYECKOT0, MOPAJbHOTO WJIM HMHOTO Yyiepoa,
NOCPEACTBOM  CIy4alHOTO  WIM  TPEAHAMEPEHHOI0  BO3JEHCTBHA  Ha  MHQOPMALHIO,
B TOM YHCIIE:

o0ecrieyeHus OTKa30yCTOMYMBOTO (byHKIMOHUPOBAHUS IIPOrPaMMHBIX
1 annapatHo-nporpaMMubIx cpeAcTB ['BJIOY u nmpegocraBisieMbIX CEpPBUCOB;

COOJIIOJICHHsI TIPAaBOBOTO PEXHMMa HCIOJIb30BaHUS MACCHBOB U CPEACTB  00pabOTKH
nHpopmanuu;

NpPEJOTBPALICHUS pealu3aluud Yrpo3 0e30macHOCTH HH(OpPMAIMM TPU  OCYIIECTBICHUU
nestenbHocTH I'BIOY.

3agaun obecneyeHust HHPOPMALMOHHOM 0€30MIACHOCTH

Hoctmwkenne nenei odecrieueHuss MHPOPMAIMOHHON 0€30MacCHOCTH U CBOMCTB MH(MOpMAITUH,
I'BOY pemaercs cieayromyMH 3a1a4aMH:

3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MHPOPMAIIMOHHBIM pecypcam;

pasrpaHuueHHs JOCTYIa MOJb30BaTelneld K MH(POPMALMOHHBIM, aNlapaTHbIM, TPOTPaMMHBIM
U MHBIM pecypcam;

pEerucTpanii ¥ TEPUOAWYECKOr0 KOHTPOJIA JEHCTBHM TmoJb3oBareneid mpu o0paboTke
3anUIaeMoi HHGOPMaIMHN U IEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;

KOHTpPOJISI LIEJIOCTHOCTH CpEAbl HMCIOJHEHMS NpPOrpaMM M €€ BOCCTAaHOBJIEHHE B Ciydae
HapyIICHHUS];

obecrieueHuss ayTeHTHUPUKAIUMM W HACHTU(PUKAIUM  TOJB30BaTENeH, y4acCTBYIOIIUX
B MH(POPMALIMOHHOM OOMEH€;

obecrnieueHus HCIIPaBHOCTH MPUMEHSEMBbIX B MH(OPMALIMOHHBIX cUCTeMax
I'BAOY cpencts 3amuThl HHGOPMALINN;

CBOEBPEMEHHOTO BBISBICHHE MCTOYHMKOB Yrpo3 Oe3omacHOCTH UWHGOpManuu, TpUYUH
U YCIOBHMH, CIIOCOOCTBYIOIIMX  HAaHECEHHIO  ymiepbda  3auHTEPECOBAaHHBIM  CyOBEKTam
UH(POPMALIMOHHBIX OTHOIICHUH;

CO3JIJaHUEM CITY)KObI MOHHUTOPHHIA W PEardpoBaHUs Ha Yrpo3bl OE30MacHOCTH HHGOPMAIIN
Y HETaTUBHBIE NTOCIIEICTBUS;

CO3JIaHMEM YCJIOBUH JUIsi MUHUMH3AIIUU HAHOCHMOTO yiliepOa HelpaBOMEPHBIMU JIEHCTBUSMU,
U YCTpaHEeHHUE MOCIECTBUI HapyleHus nHpopmMannoHHoi 6ezomacHoctu B ['BIOY.

Pemenue Boimenepeuncnennbix 3aga4d B '6/I0Y ocyiectBisieTcst mocpeacTBoM:

ydeTa BCceX MOAJIeKAIINX 3alUuTe HHPOPMALMOHHBIX PECYPCOB;

KYpHAIUPOBAHUS AEMCTBUM NepcoHalla, OCYIIECTBIISIOMIEr0 00CIy)KUBaHHE U MOAU(PUKAIIIIO
IPOTPaAMMHBIX M ITPOrPAaMMHO-AINAPATHBIX CPEJICTB UH()OPMAIIHOHHBIX CUCTEM;

perylaMeHTalMu  TPoIleccoB  00paboTku  HWHpOpMAalHMH,  JEHCTBHH  paOOTHUKOB
I'10Y, OCYIIECTBIISIOIIUX AKCILTyaTaluio MPOrPaMMHBIX
51 IporpaMMHO-aIllIapaTHBIX CpEICTB, Ha OCHOBE YTBEPKIACHHBIX

OpraHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB IO 3alIUTe HHPOPMAIIUH;

Ha3HAYCHUS U MOJTOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 332 OPTaHH3AIIAIO M OCYIIECTBICHUE
MEpONpHUATHIA 110 obecnieueHuo nHpopMannoHHoi 6e3onacHoctu B I'B/I0Y;

HAJEJICHUST KaXJ0ro pabOTHHKA MHHUMAJIbHO HEOOXOAMMBIMH TIpaBaMH TMpU padoTe
B MH(POPMALMOHHOM HHPPACTPYKTYPE COTIIACHO UX JOKHOCTHBIM O053aHHOCTSIM;

COOJIIO/ICHHSI BCEMH Pa0OTHUKAMHM, SKCILTYyaTHPYIOIIUMHI U 00CTYKUBAIOLUMH TPOTPaMMHBIE
U [pOrpaMMHO-AINIapaTHBIE  CPEACTBa, TPEOOBaHW  OpPraHU3aAIMOHHO-PACTIOPSAUTEIBHBIX
JIOKYMEHTOB TI0 BorpocaM obecrieueHruss ”HPOPMaIMOHHON 0€301aCHOCTH;

NIEPCOHATBHON OTBETCTBEHHOCTBIO KaXKIIOTO Pa0OTHHKA 332 CBOM ACWCTBUS, yYacCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B MpOIlleccax aBTOMATH3WPOBAHHOW 00pabOTKH
UH(OPMALIMU ¥ UMEIOIIETO JOCTYI K pecypcaM HH(POPMAIIMOHHBIX CHCTEM;

peanu3anyeil TEXHOJIOTHYECKUX MPOIEcCOB 00pabOTKM MHGPOpPMALMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPraHM3alMOHHO-TEXHUYECKMX MEp 3allUThl MPOrPaMMHOTO  OOecredyeHus,
IPOTPaMMHO-aNapaTHBIX CPEJICTB;



OpUHATUAS Mep MO oO0ecneueHuIo (U3NYECKON IIETOCTHOCTH IPOTPaMMHO-AIIapaTHBIX
cpencTB MHGOPMAIMOHHBIX CHCTEM M IOJACPKaHWEM HEOOXOIMMOTO YPOBHS 3aIlUIICHHOCTH
KOMITOHEHTOB;

UCIIOJIb30BaHUSI MIPOTPAMMHBIX U MPOrPAMMHO-AINIAPATHBIX CPEACTB 3allUThl WH(pOpMAIUU
obpabateiBacmMoM B 'BJIOY u anMUHUCTpAaTUBHON MOACPIKKON WX UCTIOIH30BaHMUS;

KOHTPOJISL ~ COOJIOAECHUS  IOJIb30BATEIsIMH ~ HMH(MOPMAIIMOHHBIX  CHCTEM  TpeOOBaHUU
1o obecreyeHno NHPOPMAITMOHHOM 6€30MTaCHOCTH;

npoBeeHus aHanu3a 3 (HEKTUBHOCTH MPUHATHIX MEP 3alUTHl HH(OPMAIMH ¥ TPUMEHIEMbIX
cpeacts 3aumThl nHopmaruu B 'BJIOY;

pa3paboTKu U pealu3aludl MPeIIoKEHUH IO COBEPUICHCTBOBAHMIO CHUCTEM 3aIlIUTHI
uHpopmanuu B 'BAOY.

3 MNPUHIMUIIBLI OBECTIEYEHWSI WTH®OPMAIIMOHHOM BE3OITACHOCTH

Ob6ecneyenne MHOOPMAITMOHHOW O€30MACHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUH
CO CJIEIYIOIIMMH OCHOBHBIMHU IIPUHIIATIAMHU:

IIpyHUMI 3aKOHHOCTH

[Ipu BBIOOpE MeponpHATHIA MO 3aluTe MH()OPMAINH, TOMKHO COOMIONATHCS ACHCTBYIOLIEE
3aK0HO1aTenbCcTBO Poccuiickoit Denepannu B chepe 3armThl HHPOpPMAIIUH.

Bce paboTHUKH JOMKHBI UMETh MPEACTABICHUE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS
B chepe 3ammrel uH@opmanuu. llporpammHoO-anmmapaTHble  CpEICTBA, IMPUMEHsIEMbIe
B ['BJAOY, n0omKHBI HMETh COOTBETCTBYIOIIME JIUIEH3UH, OQUIMAILHO NPHOOpPETaThC Y
npescTaBuTeNel pa3pabOTUMKOB STUX CPEICTB WM ABIATHCA UHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO
I'bIOY.

IIpyHUMI CHCTEMHOCTH

[Ipu co3maHuu CUCTEMBI 3aIIUTHI TOJDKHBI YYUTHIBATHCS aKTyallbHBIE YIPO3bl 0€30MacCHOCTH
uH(pOpMalMi, BO3MOXKHbIE OOBEKTHl M HANpaBiICHUS aTaK Ha HEE CO CTOPOHBI HapyIIWUTEIEH.
Cucrema 3alThl JODKHA CTPOUTHCS C YYETOM HE TOJNBKO M3BECTHBIX KaHAIOB YTECUKU
uH(pOpMalliK, HO U C YYETOM BO3MOKHOCTH IMOSIBJICHHSI HOBBIX YSA3BUMOCTEH B MPOTPaMMHOM
o0ecreyeHNH.

IpuHOMI KOMIIEKCHOCTH

KomMrnekcHoe Mcmoib30BaHre CPECTB 3alIUThl HHPOPMAIUH MPEANoIaracT coriaCoBaHHOE
MPUMEHEHHE MPU MMOCTPOCHUH LEIOCTHOW CHCTEMBI 3alllUThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3bl 6e30macHOCTH MH(OpPMAIMK. 3aliuTa J0JDKHA CTPOUTHCS SIIEIOHHpOBaHO. Du3nveckas
3alUTa I0JKHA 00ecrieynBaThesl GU3NYECKUMU CPECTBAMHU M OpraHU3allMOHHBIMU MEPaMHU.

[Ipu mocTpoeHnU, BHEIPSHUH M YKCIUTyaTaIll CUCTEMBI 3aIIUTHI HHPOPMAITUN PYKOBOICTBO
I'BAOY obGecneunBaer yciaoBust i 3GGEKTUBHOW KOOpAWHAIIMK JIEUCTBUH BCEX JIHII,
obecneunBarOIUX NHHOPMAITMOHHYIO O€30MaCHOCTbD.

IIpyHUMI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctembl 3auiuThl WHGOPMAIMK JO0JDKHA BECTHCH MapajlyIebHO C pa3pabOTKOiM
u  WHPOPMAIIMOHHONW  CHUCTEMBl. OJTO  TO3BOJUT ydecTb TpeOoBaHHUS  OE30MAaCHOCTH
OpU TPOCKTUPOBAHMHM AapXHUTEKTyphl M, B KOHEUYHOM cueTe, co3farh Oosiee 3¢ (eKTuBHBIC
MH(OpPMaLIMOHHBIE CUCTEMBI, 00JIafatoIINe JOCTaTOYHBIM YPOBHEM 3aLTUIIIEHHOCTH.

IIpuHIUI NPeeMCTBEHHOCTH

[TocTosiHHOE COBEpILIEHCTBOBAHHE MEp M CPEIACTB 3alUThl HH(GOPMAllMd Ha OCHOBE
MIPEEMCTBEHHOCTH OpPTaHU3AIMOHHBIX M TEXHHYECKUX PEIICHUM, KaJpoBOTO COCTaBa, aHaIM3a
(GyHKIIMOHUPOBAHUSI MH(POPMAIIMOHHBIX CHCTEM W CHCTEMbI €€ 3allUThl C Y4eTOM H3MEHEHUH
B METOJaX M CpeAcTBax IMepexBara WHPOPMAIMU, HOPMATHUBHBIX TPEOOBAHUN TIO 3alIUTE
uHpopmanuu.

IIpyMHUOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHSA 3aTpaT Ha obOecrieueHne HHPOPMAIIMOHHON 0€30IMacHOCTH M 1IEHHOCTH
WH(OPMAILIMOHHBIX PECYpPCOB Ha BEIMYMHY BO3MOXKHOTO Yyiiepda OT HX pas3rialieHus,



YHUUTOXKEHUS U UCKaxeHHs. Vcrob3yeMbie Mephl U CPEACTBA 3aIUThl HH(POPMAIIMK HE JOKHBI
YXyALIaTh 3PrOHOMHYECKHE MT0Ka3aTeIl KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

[IpUHIHN 0TBETCTBEHHOCTH

Bo3noxeHnne oTBEeTCTBEHHOCTH 3a obecrieueHrne 0e30macHoCcTy HHGOpMAaIu U ee 00paboTKH
Ha KaXJa0oro pabOTHHKA B Tpelenax ero MOJHOMOYH. B COOTBETCTBHUM € 3TUM MPUHIUIIOM
pacripeiesieHre TpaB U 00s13aHHOCTEH PaOOTHHKOB CTPOMTCS TaKUM 0Opa3oMm, 4TOOBI B cCiydae
J11000T0 HapyIIEHUs ObLT U3BECTEH HAPYLIUTEb.

IpyuHUMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCcTH

NudopmanronHbie TEXHOIOTHUH, POTPAMMHBIE U TIPOTPAaMMHO-ANNIapaTHRIE CPEJCTBA, MEPHI
3aUThl UHGOPMAIMU JTOJDKHBI OBITH peaj30BaHbl MO COBPEMEHHBIM pPEIIEHUSM, OOOCHOBAHBI
C TOYKH 3PEHUS TOCTHKCHHS 3aJaHHOTO YPOBHS 3aIUIICHHOCTH MH(POPMAIUN U SKOHOMUYECKOU
1eecCO00pPa3HOCTH, a TAaKKe€ COOTBETCTBOBATH YCTAaHOBJIEHHBIM HOpMaM U TpeOOBaHUAM
1o 6e30MacHOCTH H(OPMALIHH.

Hpunuun npodeccuoHanmMa

Peanuzanuss mMep 3amuThl MHGOPMAIMU W IKCIDTyaTalusi CPEACTB 3allUThl MH(pOpMamu
JIOJI’KHA OCYHIECTBIATHCS MPOPECCUOHANBHBIMU CIIEIMATUCTAMH.

[IpuBneueHne cnenuaIM3NPOBAHHBIX OPraHU3aAIUi K pa3padOTKe CPEICTB U pealh3alii Mep
3alUThl UH(QOPMALMK, MOATOTOBIEHHBIX K KOHKPETHOMY BHAY AESATEIBHOCTH MO OOECIeueHUI0
0e30macHOCTH MHGOPMAITMOHHBIX PECYpPCOB, HMEIOIINX OMBIT MPAKTUYECKOW paOOThI M JIUIICH3UH
Ha MPaBO OKa3aHUs YCIYT B 3TOM 00sacTu.

HpyuHUMI MUMHUMHM3ALUY IPUBUJIET U 10JIb30BaTe/ el

Ob6ecrnieueHue Moyib30BaTeIe MPUBUIETUIMU MUHUMAJIBHO AOCTATOYHBIMU JIJISI BHITIOJHEHUS
MMM CBOUX JOJDKHOCTHBIX 00s3aHHOCTel B [BJIOY.

4 OCHOBHBIE TPEBOBAHMUA 110 3AIIMTE THOOPMALIUN OT'PAHUYEHHOI'O
JOCTVYIIA

Cucrema 3ammTel MHGOpMANNU JOJDKHA IPEIYyCMATPUBATh KOMIUIEKC OpPraHH3alMOHHBIX,
IPOTPAaMMHBIX U TPOTPAMMHO-AMIAPATHBIX CPEICTB U MEp IO 3aluTe MH(OPMAIMH B IpoLEecce
ee 00paboTKH.

Brimonnenue TpeGoBaHM JOCTUTAeTCs 3a CYET peaau3alii Ha 00BbEeKTax MH(POpPMATU3AIUH
Mep TI0 3aIuTe HHPOPMAIIHH:

UICHTU(PUKAIIMY U ayTEeHTU(UKAIUHN CyOBEKTOB JI0CTYIAa U 0OBEKTOB JIOCTYIIA;

YIIPABJICHHUIO TOCTYIIOM CYOBEKTOB IOCTyIa K 00BEKTaM JI0CTYIIa;

OTPaHUYEHUIO TIPOTPAMMHOMN CPEIb;

3aIIUTe MAIIMHHBIX HOCUTEJIEH IEPCOHATIBHBIX JTaHHBIX;

peructparuu coobITUi 6€30MaCHOCTH;

AHTHUBUPYCHOM 3aIUTE;

00OHapy>KEHUIO BTOP>KEHHIA;

KOHTPOJTIO (aHAJIM3Y) 3aLIUIICHHOCTH NePCOHATBHBIX TaHHBIX;

00€CTIeYeHHIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U TIEPCOHAIBHBIX TaHHBIX;

00€eCIIeueHNIO JOCTYITHOCTH MEPCOHATBHBIX JAHHBIX;

3aIUTHI CpeJlbl BUPTYyaTu3aliiy;

3aIIUTH TEXHUYECKUX CPEJICTB;

3alIUThl UHHOPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3H U Nepeady JaHHbIX;

BBISIBJICHUIO MHIIMJICHTOB U pearupoBaHKe Ha HUX;

yIpaBlIeHUI0 KOH(purypauued HMHOOPMAIIMOHHOW CHCTEMBI M CHUCTEMBI  3aIUTHI
HepCOHAIIBHBIX JTaHHBIX.

I'AOY, KaK oOnanarenb uHpopMaLun OTrPaHUYEHHOTO JI0CTyTa,
IPY OCYILECTBIICHUHU CBOMX IMPaB 0053aHO:

co0JII01aTh MpaBa U 3aKOHHbIE HHTEPECHl MHBIX JIUI;

NPUHUMATh HEOOXOMMBIE MEPHI 10 3aIIUTE HH(OPMAITUH;



OTpaHWYMBATHL JIOCTYH K HWHPOpPMAIMKM, €CTU Takas O0S3aHHOCTh YCTaHOBIICHA
3akoHoJaTenbcTBOM Poccuiickoit denepanmmu.

B Ttom wumcne I'BJIOY, BmnpaBe eciu HHOE HE NPEIYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit ®exneparuu:

paspemarh Uiy OTPaHNYMBATh TOCTYT K HH(POPMAIUH, OIIPEICISATh MOPSAO0K U YCIOBHS TAKOTO
JOCTYTIa;

HCIIOJIb30BaTh NHPOPMAITUIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, II0 CBOEMY YCMOTPEHUIO;

nepegaBaTh HMHQOpPMAIMIO JIPYTMM JIMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATeNIbCTBOM
Poccuiickoit denepanuu OCHOBaHUY;

3aIUIATh YCTAHOBICHHBIMU 3aKOHO/AaTeIhLCTBOM Poccuiickoit denepamnuu cnocobaMu CBOU
mpaBa B cCllydae HE3aKOHHOTO TONy4YeHUs HH(pOpMAalMH WIM €€ HE3aKOHHOTO HCIOJIb30BAHUS
WMHBIMU JINLIAMU;

OCYIIECTBIISITh MHBIC NEUCTBUSA C HMH(OpMAIHMEld WM pa3pemiaTh OCYIIECTBICHHE TaKHUX
JNEUCTBUM, €CIM OTHU JCUCTBUS HE TMPOTHUBOpedarT QeaepalbHbIM 3aKOHAM H  JAPYTUM
HOPMAaTUBHO-IIPAaBOBLIM akTaMm Poccuiickont @enepanuu.

3amuTa HUHQOpPMAIMM  OTPAHUYEHHOTO JIOCTyNa MpeACTaBiseT co0oil  mpuHsATHE
OpPTraHU3AIMOHHBIX U TEXHUYECKUX Mep, HAIIPABJICHHBIX HA:

cobmoieHre KOHPUACHIIMATBHOCTH WH(OpMAIUU (MCKII0UYEHHE HEMPABOMEPHOTO JOCTYIIA,
KOMUPOBAHUS, IPEOCTABIICHUS HIIM PACTIPOCTPAHCHUS MHPOPMAITUH );

obecrieueHne eT0CTHOCTH HH(POopManuu (MCKIIIOYCHHE HETTPABOMEPHOTO YHUYTOXKEHUS
WIA MOJU(PHULIMPOBAHUS HH(DOPMAIIH);

peanu3anuio mpaBa Ha JOCTYI K HHGOpMaIH (UCKII0YEHNE HEITPAaBOMEPHOTO OJIOKMPOBAHUS
uHpOpMaLINN).

CpeactBa 3amuThl HH()OPMALIUK BHEAPSIOTCS MO pe3yjbTaTaM MPOBEIEHUS OLEHKU PUCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.

Opranmn3anus 3aiUThl HHGOpMALNH

[Ipu opranmzamuu B ['BJIOY 3ammTel mHGOpMaNuK, MOHKHBI BBITOIHATHCS TPEeOOBaHUS
@enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbpopmanuu, WHGPOPMAIMOHHBIX
TEXHOJOTHSX M O 3amure HHQOpMAIHH», KOTOpPhIE PEryIupylOT OTHOLICHHS, CBSI3aHHBIC
C YCTAHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM peKuMa 00pabOTKHU 3aluinacMoi HH()OPMAIIHH.
B Tom umcne TtpeboBaHms O 3amuTe WH(DOpPMAIUU, HE COCTABISAIONICH TOCYJapCTBEHHYIO TalHY,
coJepalieiics B TOCYIApCTBEHHBIX HWH(POPMALMOHHBIX CHUCTEMaxX YTBEPXKICHHBIC MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepx)aAcHHUU TpeOOBaHHI O 3aIuTe WHGOPMAIUH,
HE  COCTaBJIONIEH  TOCYNAapCTBEHHYIO  TaliHy, COJEp)Kallehcs B TOCYIapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMax» Il TOCYJapCTBEHHBIX HH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
Komurer siBasiercst Onepatopom.

B I'BJIOY nomuMo peanu3aiuu OCHOBHBIX MEP 3aIIUThl HH()OPMAITUN OCYIIIECTBISETCS:

peryisipHas  OIEHKa UM  yIOpaBl€HHE pHUCKaMH  HMH(OPMAIIMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMU MPOLIEAYPAMH B 00JIACTH YIIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, oOyueHue U IIOBBILIEHHE KBaJTH(HUKAIUN pabOTHUKOB
I'BAOY B chepe nadopmamoHHOM 0€30MMaCHOCTH;

MeToAMYecKass IMOMOIIb pPa0OTHHUKAM B Bompocax oOecrneyeHus HHPOPMALMOHHOM
0€e30MacHOCTH;

aHaJU3 ¥ MOMCK BO3MOXKHOCTEH I10 MOBBIIICHHUIO YPOBHSA 3aLIUIEHHOCTH HH(POPMALIUH.

Jnst opranmzanuu 3ammtbl nHGopMmaruu, ['BJIOY BnpaBe mpuUMEHSTH CpeICTBa U METOJbBI
TEXHUUYECKON 3aluThl, NPEJUPUHHUMATh Jpyrue, HE NPOTUBOpEYAIlUE 3aKOHOAATEIbCTBY
Poccuiickoit dexnepaiuu, Mepsbl.

B pamkax oOecrieueHHs 3aIIUTHl UHPOPMALIUH, B paMKaX TPYAOBBIX OTHOIICHUN HEOOXOAMMO
03HAKOMUTbH MOJI POCIHCHh PAOOTHUKOB, JOCTYI KOTOPHIX K MH(POPMAIIUK OTPAaHHUUYEHHOTO JOCTYIIa,
HEOOXO/UM JUTSI BBITMIOJIHEHUS] UMU CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH, ¢ mepeuyHeM MH(popMaluu
OTpaHWYEHHOTO AocTyna, ¥ mpuHaThiMu B 'BJI0Y Mepamu 3amuTel nHbOpMaIiy.



Oco0eHHOCTH 3a1UTHI IEPCOHAIBHBIX JAHHBIX

[Ipu opranmsamuum obOpabotku B ['BJIOY mepcoHanbHBIX JaHHBIX  HEOOXOIUMO
pyKoBoJCTBOBaThCsl TpeboBanusimu  DenepanbHoro 3akoHa o1  27.07.2006 Ne 152-03
«O nepcoHabHBIX JaHHBIX).

[lepeyenbp Mep, BeIMONHEHHE KOTOpbIXx obOecneumBaer ['BJIOY B kadecTBe omepartopa
MEPCOHAIBHBIX JaHHBIX, TOJIKEH BKIIOYATh:

Ha3zHaueHue B ['BJIOY oTBeTcTBEHHOI0 3a OpraHU3aIio 00pabOTKH MEPCOHATBHBIX JAHHBIX;

pa3paboTKy JTOKYMEHTOB, ONPEACIISIONINX MPaBUa B OTHOIICHHH 00paOOTKHA MEPCOHATBHBIX
nansbiX B 'B/IOY, oKanbHBIX aKTOB MO BOIIpocaM 00pabOTKH MepCOHATBbHBIX JaHHBIX;

NPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep MO obOecrneyeHuo O0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX B COOTBETCTBUM cO craThell 19 denepanpHoro 3akona or 27.07.2006
No 152-®3 «O nepcoHAIbHBIX TAaHHBIX»;

BBITIOJIHEHHE TPEOOBaHUHN MO COCTABY M COAEPIKAHUIO OPraHMU3AIMOHHBIX U TEXHUYECKHX MEp
Mo 00ecTieueHnI0 0€30MacCHOCTH MEePCOHAIBHBIX JTAaHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX
CUCTEMaX MEePCOHANbHBIX NaHHBIX yTBepkAEHHBIX [Ipukazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKJECHUHU COCTaBa U COJEP)KAHUA OpPraHU3alMOHHBIX W TEXHUYECKUX Mep IO
o0ecrieyeHHI0 0€30IaCHOCTH TEPCOHATBHBIX JAaHHBIX NPU UX 00paboTke B WHPOPMAIMOHHBIX
CUCTEMax MEePCOHAIBHBIX JaHHBIX);

OLIGHKY Bpe€Ia, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM IEepCOHAIBHBIX JaHHBIX
B ciy4yae HapymeHus DenepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHME YKa3aHHOrO Bpena
U MIPUHUMAEMbIX OINEPAaTOPOM MEp, HalpaBIEHHBIX Ha OOecrieuyeHHe BBITOJHEHHUS OO0S3aHHOCTEH,
npeaycMoTpeHHbIX PeaepaibHbIM 3aKk0HOM Ne 152-D3;

o3HakomieHue pabotHukoB I['BJIOY, HemocpenacTBEHHO OCYIIECTBISIOMUX 00pabOTKy
MEPCOHAJIbHBIX  JaHHBIX, C TMIOJOKEHUSIMU  3aKoHoAaTenbcTBa Poccuiickoit  Denepanuu
O TEPCOHAIBHBIX MaHHBIX, B TOM YHCJIE TPeOOBAaHMUAMHU K 3aIIMTE MEPCOHAIBHBIX JAHHBIX,
JOKyMeHTaMu, omnpeaensionumu tpedoBanuss ['6/I0Y B oTHomeHnn 00pabOTKH MEpCOHATBHBIX
JAHHBIX U 00y4eHue, MpU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHHUKOB.

ObecneueHne 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX TOCTUTACTCS, B YaCTHOCTHU:

ONpeNeIeHueM  yrpo3 W Hapymurened  0e30HmacHOCTH — MEPCOHAJBHBIX  JTAHHBIX
pu uX 00paboTKe B UHPOPMAITMOHHBIX CUCTEMAaxX MEPCOHAILHBIX JIaHHBIX;

ONpEACICHUEM YypPOBHS  3AlMIICHHOCTH IMEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [loctanosnenus [IpaButenscTBa Poccuiickoit @enepamuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHMH TpeOOBaHMH K 3alllUTe TMEPCOHAIBHBIX JaHHBIX INpH HX 00paboTke
B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX);

IPUMEHEHHUEM MPOILIEIINX B YCTAHOBJIEHHOM IOPSIKE HMPOLEAYPY OLEHKH COOTBETCTBHS
CPEICTB 3alUThl HH(OPMaIUK;

OLIEHKOH 3(PEKTUBHOCTH MPHUHUMAEMBIX MEp MO 3alUTe IMEePCOHAIBHBIX AAHHBIX J0 BBOJA
B DKCIUTyaTaI1io HHPOPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX TaHHBIX;

BOCCTAHOBJIEHMEM I1€PCOHAIBHBIX JAAHHBIX, BCIEACTBHUE MOIYYEHHS] HECAHKIIMOHUPOBAHHOTO
JOCTyTa K HUM;

YCTQHOBJICHHEM TPaBWJI  JOCTyHa K TEPCOHAIBHBIM  JaHHBIM, 00pabaThIBa€MbIM
B MH(OPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX MaHHBIX, a TaKXKe OOECHeueHHUEM pPEerucTpaluu
U ydeTa BCceX JICHCTBHI, COBEPIIAEMbIX C IIEPCOHANBHBIMU JAHHBIMUA B MH(OPMALIMOHHBIX CHCTEMaxX
MEPCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMUA MEpPaMH I10 3alUTE NEPCOHAIBHBIX JaHHBIX U ONPEIEICHHOTIO
YPOBHSI 3alIUIICHHOCTH HH(QOPMAIIMOHHBIX CHUCTEMaX MEPCOHANbHBIX JAHHBIX B IpOLIECCE ee
HKCIUTyaTaI1H.

S OCHOBHBIE TPEBOBAHMA K ITPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHON BE3OIIACHOCTHA



MeTtoanueckoe pyKOBOJCTBO, pa3paboTKy pelIeHui 1Mo 3auure HHpOopMaIim, coriacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTEIBHON TEXHUKH, MPOTPAMMHBIX M MPOTrPAMMHO-AMIMApaTHBIX CPEICTB
3alUThl UH(OPMAIMK, OpraHU3alMi0 padoT MO BBIABICHHIO BO3MOXKHOCTEH M MPEIyNpPEKIACHUIO
YTE€YKH W CBOWCTB 3allUIIaeMoi HMH(POPMAIMK, aTTEeCTallui0 OOBEKTOB HMH(OpPMATHU3AIUU
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIe nozpazaenenus ' BOY.

duznyeckas 0e30MaACHOCTH

[IpuHsaTble  OpraHM3allMOHHBIE W  TEXHUYECKHE MEpbhl MO  3alUTe€ I[OMEIECHUN
I'BAOY, cepBepHOr0 U KOMMYTAIIHOHHOTO OOOPY/IOBaHUSI, aBTOMATH3WPOBAHHBIX PAOOYUX MECT
nosib3oBareneil mapopmarronueix cucteM ['BJIOY obecreunBaroT peann3aiuio CIEAYIomuX Mep
1o:

pasrpaHuueHuio nocryna pabotHukoB B momemnieHus ['BJIOY B cooTBercTBUH C UX
MOJIHOMOYMSIMH U TOJKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpanuu (akToB BXOAa paOOTHUKOB B TMOMEIIEHUS B KOTOPBIX Belercs oOpaboTka
MEPCOHAIBHBIX JaHHBIX;

KOHTPOJIHpYyeMOMY TpeObiBanuio moctopoHHUX nuil B I'BJIOY B momernieHus, B KOTOPBIX
BeZieTcsl 00paboTka MH(OpPMALMKU OTPAHMYEHHOTO JIOCTYNa M pa3MelIeHbl alnapaTHbIE CpelCTBa
UH(POPMALIMOHHOM CUCTEMBI;

OpraHu3aIi PeKUMa KOHTPOJMPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(DOpMAITUH.

[omemenuss I'BJIOY nmomxHBI OBITH 00OpYAOBaHBl JETEKTOpPAaMH OTFHS M JbIMa,
OTHETYLIUTENIIMUA, CHUCTEMaMU KOHIUIIMOHUPOBAHUS BO3JyXa, CPEACTBAMHM OXPAaHHO-MOKapHOU
CUTHAJIM3ALUU.

OcHoOBHOE cepBepHOE U KoOMMyTalrimoHHoe obopyaoBanue ['BJIOY mommkHO OBITH 3amUIIEHO
oT mepeboeB B  MoAaye  AJIEKTPOIHEPTMHM  MYTeM  TOJKIIOUEHHS K  DIIEKTPOCEeTH
C TPUMEHEHHUEM HCTOYHUKOB OecrepeOOHHOro MUTAaHUS U PE3EPBHOIO JU3Elb-TeHepaTopa.
Hctounuku OecriepeOOMHOTO mNHUTaHUS HEOOXOAMMO PpErylsipHO TECTUPOBAaTh M IPOBEPATH
ynosHoMO4YeHHBIM padoTHHKaM [ BJIOY B COOTBETCTBUU C peKOMEHAAMSAMHU TPOU3BOAUTEIS.

[lopraTuBHBIE TEXHUYECKHME CpEACTBA HE JOJDKHBI  OCTaBaTbCs 3a  MpejaesiaMu
KOHTPOJIUPYEMOU 30HBI I'I0Y 0e3 KOHTPOJIS co CTOPOHBI pabOTHUKOB
I'BAOY.

be3onacHocTh Ha paGouem mecTe

3anpemniaercss BECTHM 3alKCh MApoJIed B OTKPHITOM BHAE Ha MaTepHAIbHBIX HOCUTENS,
3a UCKITIOYEHUEM CITy4aeB, PEriiaMeHTUPOBAHHBIX METOJIOB XPAHEHHUS.

JIOKyMEHTBI ¥ HOCUTENHU C HH(OpMAIHel OrpaHHMYEHHOTO IOCTYyMa AOJKHBI YOHPAThCS
B omeyaTeiBaeMbie MecTa (ceiidbl, mkadpl W T.OI.), TOpU yXolIe ¢ paboyero mecra.
Ha aBromatusupoBanHoMm pabouem mecte Ilonb3oBarens pabodast ceccust JOKHA OBITH MpepBaHa,
pabounii cron 3abmokupoBaH. Bxon monb3oBarens B CHUCTEMY HE JIOJDKEH BBIMOIHATHCS
ABTOMATUYECKH.

JlokyMeHThI, coepxaiue HHPOPMALMIO OrPpaHUYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
U3BIMAThCSl W3 TIEYATAloONMX YCTpPOWCTB. Jlyisg yTunm3anuu KOH(UIEHIIMAIBHBIX JIOKYMEHTOB,
JOJIKHBI MCTIOJIb30BAaThCSl YHUYTOXKHUTENN JOKYMEHTOB HE HIDKe 4 ypOBHA IO CTaHAApTy
0€301aCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEISM JIOKYMEHTOB.

[Ipu wucnons30BaHMM MOOWMJIBHBIX TEXHHMYECKHX CPEICTB HEOOXOJAMMO  COONIOJaTh
JIOTIOTHUTEIFHBIE MEphl M0 PETJIAMEHTAllMd W KOHTPOJIIO HUCIOJb30BaHUS B HH(DOPMAIIMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenue mnpencraButeneil IOpUAMYECKUX JIHMI] B paMKax HCIOJHEHHUS JIOTOBOPHBIX
00s13aTeILCTB B TOMEIICHUSX B KOTOPBIX BeneTcs oOpaboTka WHGOPMAIMU OTrPaHUYCHHOTO
JnocTyna WHGOPMAIIMOHHONW CHUCTEMbI, BO3MOXKHO TOJIBKO B CONPOBOXJIEHHUH pabOTHHKA
I'BAOY nomnymerHoro 10 o0pabOTKH Takoi MHGOPMAIIHH.

Pa3memenne  TEeXHMYECKMX  CPEACTB  BbIBOAA  HMHQOpMANMK B MOMEHICHHSIX
I'BIOY npous3BOguTCS € YYETOM HCKJIIOYEHUS BO3MOXKHOCTH BHU3YaJIbHOTO MPOCMOTpA
uHpOpMALlUM  TOCTOPOHHMMH JIMIIAMA M pab0OTHUKaMH, HE JIOMYIIEHHBIM K pabote
¢ TaHHOU HH(POPMAITHEH.



TexHUYECKHE CpEACTBAa JOJDKHBI pPa3MEIMaThCsi M XPAaHUTBCS TaKUM 00pa3oM, YTOOBI
COKpaTUTh BO3MOKHBII PUCK MOBPEKICHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Texnuveckoe 00cay;kuBaHue 000Py10BAHUS

Texuuueckue cpeacrBa ['BJIOY nomxHbI MPOXOAWTh HA PETYISIPHOM OCHOBE CEPBUCHOE
00CITy’)KHUBaHHE B COOTBETCTBUU C PEKOMEHALMSAMH NPOU3BOAUTENIEH 000py10BaHHUS.

PeMoHT u cepBucHOoe oOOCITyXUBaHUE OOOPYIOBAHMSI JOJDKHBI BBIOJHATHCA TOJBKO
KBaJTU(DUIIMPOBAHHBIMU CTICTIHATTUCTAMH.

Texnuueckoe oOcTyXHBaHHE OOOPYAOBAaHHUS CTOPOHHHMH OpraHU3alUSAMU HE JOJDKHO
MPUBOUTH K PUCKY HAPYIICHUS KOH(DHIEHITUATBHOCTH 3aIIHUIIAeMON HH(OpMAIIUH.

B3auMogeiicTBHe ¢ TPeTHbUMM JIUIIAMU

B LEIX obecrieyeHus MH(POPMALMOHHOM 0e30macHOCTH I'bAOY
IIPU B3aMMOJICUCTBUM C TPETBUMH JTULAMHU JOJIKHO BBIINOJIHATH CIAEAYIOIINE MEPOIPUSITHS T1O:

3aKTFOYCHUI0 COTJIANICHUS O HepasMIalleHuH WHQOpPMAIMH OTrPAaHUYCHHOTO JIOCTYyIa
MOJIyYEHHOU B X0J1€ UCTIOJTHEHUS I0TOBOPHBIX 0053aTENbCTB;

OCYIIECTBJICHUIO KOHTPOJIA 3a JCUCTBUSIMU MPEICTABUTENEH KOHTPAreHTOB B Mpejaesiax
KOHTpoJupyemoit 30ub1 ['B/IOVY.

YnpasJ/ieHue :KU3HEHHBIM HUKJIOM HH(POPMAIMOHHBIX CHCTEM

Meponpusitust B Tpolecce  JKU3HEHHOTO  IHMKJIa  HMHOOPMALIMOHHBIX  CHCTEM
I'BAOY  noinkHBI OBITH HaIlpaBJICHBI Ha  oDecrieueHue 3aIATEI uH(pOpMaIun
Ipy BBOJE B JCHUCTBHE, OKCIUTyaTallMH, CONPOBOXKICHUM U MOACPHM3ALMH, BBIBOJAA U3
JKCIUTyaTaluu.

OcHoBaHMeM IpU pa3paboTKe HMHPOPMAILMOHHBIX CHUCTEM JIOJDKHBI SBISATHCS pELICHUs
OpUHATBIE Ha CTaauud (GOpPMHUpPOBaHUS TpeOOBaHMUMU, conepKaiiue TpPeOOBaHUS B TOM YHUCIIE
M0 CUCTEME 3aIIUTHl HHPOPMAIIUH.

JIro6oe muaHupyemMoe K BHEIPEHUIO N3MEHEHHE NH(POPMALIMOHHOM CUCTEMBI MTPEIBAPUTEIBHO
JOJKHO ~ OBITh ~ IPOAHAJIM3HPOBAHO HA  COBMECTUMOCTh M OTCYTCTBHE  HapyUICHHM
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM UHMCJIE CPE/ICTB 3aIUTHI HH(OPMAIIHH.

PaGotel mo MoaepHM3anuu HHGOPMAIMOHHON CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
IPOTPaMMHOT0 0OecTrieueHus: U OOHOBJICHUH, TOJDKHBI IIPOBOJUTHCS B HEpabodyee BpeMst HITU BpeMs
HaWMEHbIIIeH pabouei Harpy3KHu.

[Ipn BBIBOME W3 OIKCIUTyaTanmuu WHGOPMAIMOHHBIX CHCTEM JIOJDKHO OO0ECIIeunBaThHCS
rapaHTUPOBaHHOE yJajieHue oOpadaThiBa€MO U XpaHUMOMN B HUX MH(OPMALIUU C UCTIONIb30BAaHHEM
CPEICTB TapaHTHPOBAHHOTO YHUYTOXXEHUS MH(DOpMAIMM WK MyTeM (PU3UYECKOr0 YHHUYTOKEHUS
HOCHUTEJIeH HH(POPMAIIHH.

Bcee IIPOLIEYPBI obecrieyeHus 3aIUTHI uH(pOopMaIuy, YCTaHOBJICHHbBIE
B I'bIOY B OTHOIIICHUH WH(pOpPMAITHOHHBIX CHCTEM, JIOJIKHBI BBINOJTHITHCS
¥ KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIUIIAMH 33 OPTAaHHU3AINIO Pa0OT IO 3aIuTe HHPOPMAIUH.

KonTposs 1octyna k uH(GpOpMaAHOHHBIM CHCTEMAaM

Bce paborauku I'BJIOY, nomymieHHsle Kk padoTe ¢ MHPOPMAIIMOHHBIMU CHUCTEMAaMU HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 3@ HApYyLIEHUS YCTAaHOBJIEHHOTO TMOpsiaka 00paboTKu
UHpOpMaLIKH.

YpoBeHb mMONMHOMOYMH TONBb30BaTeNsi B uHGopmarumonHoi cucreme ['BJIOY nomken
OTIPENIeNATHCS B COOTBETCTBHHU C €T0 JODKHOCTHBIMHU O0SI3aHHOCTSIMH.

Hoctymn nonb3oBaTeneit k nHpopmanmoHHeiM cucteMaM ['BJIOY nomkeH KOHTPOIUPOBAThHCS
aIMHHHICTPATOPOM WH(OPMAITMOHHON CHCTEMBI.

Ocyl1iecTBIEHUE PETYISIPHOTO KOHTPOJIS BBIMNOJHEHNS OPraHU3alMOHHO-PACIIOPSANTEIBHBIX
JIOKYMEHTOB, Kacaroluxcs pernaMeHTanuu JOIyCKa pabOTHHUKOB I'bAOY
K HH()OPMALIMOHHBIM CHCTEMAM.

HpenTuduxkanusa u ayreHTUPUKALMSA



I[OCTyH OJIL30BaTEIEeH K I/IH(i)OpMaL[I/IOHHBIM CUCTCMaM JOJIKCH HNPCHOCTABIIATHCA TOJIBKO
1ocJie YCHEIIHOTO 3aBepIICHUs UIeHTU(PUKALIMY, AyTeHTU(PUKAIIUH.

[lonyyenue mnoab3oBaTeNneM HMEHH B HMH(MOPMAIMOHHONW CHCTEME U Mapoisi, KOTOpbIE
o0ecreunBaroT AOCTYI K HH)OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOAHUTENSA CTPYKTYPHOTO ITOAPA3ICIICHUSA.

YnpasjieHue 10CTYIOM

B I'pI0Y IIOJIKHO OCYILIECTBIATHCSA YIIpaBJIECHUE JOCTYIIOM
K MH(QOPMALMOHHOM CHCTEME MOCPEICTBOM Pealu3alMi HEOOXOIUMBIX METOOB, TUIIOB U MPaBUII
pasrpaHuyYeHUs JOCTyIIa [10JIb30BaTEIAM UH(POPMALMOHHOM CUCTEMBI I'BAOY.

B Tom umncne obecmedeH 3alIMINCHHBIA YyOAJICHHBIM JOCTYN CYOBEKTOB JOCTyHa K OOBEKTaM
JIOCTYTIA Yepe3 BHEIIHUE NHPOPMALMOHHO-TEIEKOMMYHHUKAIIIOHHBIE CETH.

Bbe3onacHocTh npu padoTe ¢ HOCUTEIAMU HH(OPMAITUU

Pabotauku I'BJIOY 10mKHBI HCHOJB30BAaTh TOJBKO YUTEHHBIE CBEMHBIC MAIIMHHbIC
HOCUTENN WH(pOpMAalLMU Ul BBINOJHEHMsI CBOUX AOJDKHOCTHBIX OO0si3aHHOCTEH. lMcnomb3oBaHue
CBhEMHBIX MAalIMHHBIX HocuTesel nHpopmanuu B 'BJJOY B MHBIX LEISIX CTPOTO 3aMperieHo.

CpemHbIe MaIlIMHHBIE HOCUTENN HH()OPMAIUK TOJDKHBI XPaHUTCS B ONI€YaThIBAEMBIX IIKadax,
B TIOMEIIEHUSAX B KOTOPBIX PEAyCMOTpeHa 00paboTka HHPOPMAIIUK OTPAaHUYEHHOTO JOCTYTIA.

B cnyuae kpaxku wim noTepu Cb€MHOTO MAIIMHHOIO HOCUTENS MH(POpPMALMHU, a TaKXKe MHBIX
UHIMJICHTOB, KOTOpPbIE MOTYT IMPHBECTH K HAPYIIEHUIO CBOWCTB MH(POPMALUU OTPAHUYECHHOTO
J0CTYTa, JOJDKHBI IIPOBOAUTHCS MEPOIPHUATHS 110 PACCIEIOBAHUIO TAKUX NHIUICHTOB.

[Ipu BBIBOJE M3 SKCIUTyaTallud ChbEMHOT'O MAIIMHHOTO HOCHUTENS MH(OpMAIMH, BCE JTAaHHBIE,
XpaHsAIIMECs Ha HEM, JIOJDKHBI ObITh yJalleHbl ONPEEeIEHHON KOMHUCCHEH M3 yKcia pabOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUUYTOXEHUS HHPOPMALIUH.

@aKkT yHHUYTOXKEHUS HMH(POpMAIMM HAa CHEMHOM MAIIMHHOM HOCUTelle HH(OpMauu
¢ukcupyercs B akre 00 YHHYTOXKEHUHM HHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHTENs
nHpopmanuu.

Perucrpanusi co0bITHI

B TI'BAOY  nmomkHa  OCYHIECTBIATHCA  PETUCTPAIMM  COOBITHMH  O€30MacHOCTH
Ha BceX KOMIOHeHTax uHpopMmanuoHnelix cucteM ['BJIOY, B KoTOphIX o0oOpabarbiBaeTcs
3amuiaeMas iHpopMarius.

AHTHBHPYCHas 3a1UTA

B memsx oOHapykeHHsSsT ©  yCTpaHEHUsS BpEAOHOCHBIX miporpamm B ['BJIOY
JOJKHBI MCTIOIB30BATHCS CPEICTBA AHTUBUPYCHOH 3aIlIUTHI HH(POPMAIIHH.

OO0s3aTebHOMY KOHTPOJIO CpPEACTBOM AHTUBUPYCHOM 3allUThl MHGPOPMALUU JOJDKHA
nojuiexarb J00as wuHpopmanus (TEKCTOBble (aiiabl M00bIX (opMmaToB, Gailel JaHHBIX,
UCTIONIHAEMBIEe (aiiibl), ModydyaemMas W IepeJaBaeMas [0 JIOKAJbHOM BBIYMCIUTEIBHOM ceTu
B TOM YHUCIIE U CETAM OOILIEro MOJb30BaHHUSA, a TaKkke WH(POpMalMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEJIAX UH(OPMALIHH.

IIpu ycTaHoBKe NPOrpaMMHOrO OOECIEYeHUsT WM €ro OOHOBJIIEHHS Ha CEBEPHOE
o0opyOBaHUE JIOJDKHA ABTOMATHUYECKU BBINOJHATHCS IpPEBApUTENIbHAs IIPOBEpKAa JaHHOIO
IPOTPaMMHOT0 00€CTIeYeHUsI Ha OTCYTCTBUE BPEJOHOCHOTO MPOTrPAMMHOI0 00eCIIeUeHUsI.

OOHoBieHNe 0a3 CUTHATyp Ul CPEICTBA AHTHBHPYCHOM 3alIUTHl MH(OpMAIMKM JOJKHBI
OOHOBIISITHCS €KETHEBHO.

[Tose30BaTenn oe3 IIpaB aMHHHCTpAaTOpa MH(pOpPMaLIMOHHON CHUCTEMBI
I'BIOY He NOomKHBI UIMETh BO3MOKHOCTB IMOJIYYEHHsI AOCTYNa K KOH(UIYypaluyl aHTHBUPYCHOTO
CPEICTBA 3AIMTHI WX €r0 OTKIIOYCHHUS.

KoHTpoJIb 3a1IMIIIEHHOCTH NEPCOHATBHBIX JAHHBIX

B mensx uckitoueHMs SKCILTyaTallMM YS3BMMOCTEH MPOrpaMMHOIO 00ECHedeHUs! JOJKHBI
OPOBOIUTCS palbOThl IO BBIABICHUIO, AaHAIM3y YSI3BUMOCTEH MH(OPMAIIMOHHOW CHCTEMBI
U OINEpPaTHBHOE YCTPAHCHHWE BHOBbL BBIABICHHBIX YA3BUMOCTEH. B TOM umcie opraHusanus



KOHTPOJISI YCTAaHOBKM OOHOBJICHHMS IPOTPAMMHOIO OOECIeUYeHHUs] BKIIOYas CPEACTB 3allUThI
nHpopmanuu.

Hcnonb3oBaHue NporpaMMHOro odecrne4eHus

Bri6op mporpammuoro oOecredeHusi s npou3BoAcTBeHHBIX HYxa ['BJAOY nomxen
IIPOU3BOJUTHCS B IIPUOPUTETE K OTECYECTBEHHOMY, BHECEHHOrO B EIMHBIN peecTp pPOCCUHUCKUX
IporpaMM Ui 3JEKTPOHHBIX BBIYMCIUTENBHBIX MAallMH U 0a3 JaHHBIX. B ciydae oTcyTcTBUs
aHasiora B EnuHOM peecTpe poCCUHCKUX MPOrpaMM AJIsl 3JIEKTPOHHBIX BBIUMCIUTEIbHBIX MAlIUH U
0a3 JaHHBIX JOMYCKAETCs UCIOIb30BaTh MPOrPAMMHOI0 00ecredeHre UMIIOPTHOTO MPOU3BOJICTBA.

Hcnosb3oBanue cpeacTs KpUunTorpaguyeckou 3auThbl HHGoOpManuu

Ob6ecnieueHue 3amuThl HHOOPMALIMKM OTPAHUUYEHHOTO JOCTYMA OT PacKpbITUS, MOIUPUKALINN
¥ HaBs3bIBaHUA (BBOJA JIOXKHOW wuH(pOpMammu) mpu ee meperade (MOATOTOBKE K TMepenade)
[0 KaHajaM CBSI3M, HMMEIOIIMM BBIXOJ 3a Mpeesibl KOHTPOJIUPYEMOH 30HBI OOecreunBaeTcs
NPUMEHEHHEM CPEICTB KPUITOrpaduyeckoil 3amuThl HHPOPMALIUH.

[Ipuobperenne  cpenctB  kpuntorpaduyeckor  3ammtel  wHGopManuu  [BAOY
OCYILIECTBJISIETCS HA OCHOBAaHUHU JIOTOBOPOB M KOHTPAKTOB C JIMI[AMH HMMEIOLIUMU JIEHCTBYIOIIYIO
muniensuto @Cb Poccum Ha oOCyIecTBiIEHHE EATEIRHOCTH MO pPa3paboTKe, MPOU3BOJICTBY,
pacnpocTpaHeHHI0 MH(PPOBATIBHBIX (KpUOTOrpadUUecKux) CpPEeACTB, WH(POPMALMOHHBIX CHCTEM
U TEJIEKOMMYHHUKAllMOHHBIX CHCTE€M, 3alllUIICHHBIX C HCIOJb30BaHUEM IH(POBAIBHBIX
(kpunTorpaMuecKrux) CpPeACTB, BBHIIOJHEHHUIO paboT, OKa3aHUIO yciayr B oOiactu mm@poBaHus
nH(popMaIUK, TEXHHUYECKOMY OOCITY)XMBAaHWIO MHU(PPOBATBHBIX (KpUNTOTpauUecKux) CpeACTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3AIIMIICHHBIX C MCIIOJIb30BaHUEM
mUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 UCKIIOUYCHHEM Ciydas, €ClId TEXHHYECKOE
oOciy>)xuBanue MUQPOBATBHBIX (KpUNITOrpahUUEeCKUX) CpPeACTB, HH(DOPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHUKAllMOHHBIX CHCTEM, 3alllUIICHHBIX C HCIOJb30BaHUEM IIH(POBAIBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYILECTBISAETCS Uil oOecredyeHuss COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JINLA WIH UHIUBUAYAIBHOTO IPEAPUHUMATETIS).

B menax opranmzammu U oOecriedeHUHW TIepenayd WHPOpPMALKMK IO KaHajlaM CBSI3U
C HCIOJNb30BaHUEM CpPEJICTB KpuUOTorpaduyueckoil 3amuThl MHGOOPMALUK, a TAaK)Ke BBINOJHEHUS
muneH3uonHeix  TpeboBanuit.  ®Cb  Poccum B I'BJJOY gomkeHn ObITh cO3laH  Opraf
KpUNTOrpadruuecKom 3aiuThl.

[opranpabie pemenus ['BIOY ¢ BO3MOXHOCTBIO JOCTyNa C CETE€ OOMIETO0 MOJIb30BaHUS
JOJKHBI B TIPUOPUTETE pa3pabaThIBaThCA C OpraHU3alMed 3alMIIEHHOro KaHaja MOCPEACTBOM
nporokosa TLS ¢ nogaepxkoit anroputmos ['OCT 34.10.

HUcnonb3oBaHue 3J1eKTPOHHOM MOYTHI

DJeKTpOHHAas MoYTa JOoJDKHA Hcnonb3oBaThess B ['BJIOY ¢ menpio opranuzammu oOMeHa
JJICKTPOHHBIMH ~ COOOIIEHUSIMH  MEXIy paOOTHUKAMHM H  CyObeKTamMH HMH(POPMAIIMOHHON
0€30IacCHOCTH.

[Ipu McnoIb30BAHUM AJIEKTPOHHOM MOYTHI 3aMPEIIACTCS:

oOMeH nHpopMaImen 1Jist CIy>KeOHOTO MOJIb30BaHus, a TaKXkKe HH(pOopMaIMeld OrpaHUuYEHHOTO
JOCTYTIa;

IIPEAOCTABICHUE JOCTYIIA K JIEKTPOHHOU IIOYTE C UCIIOJIB30BAHUEM JAaHHBIX CBOEH y4ETHOMN
3aMKCU TPETHUM JIULIAM;

nyOJIMKausl CBOETO CIYKEOHOTro ajpeca 3JCKTPOHHOH MOYTHI B DJEKTPOHHBIX KaTalorax,
Ha TOWCKOBBIX MallMHAX M JPYruX pecypcax ceTu VHTepHET B LENsAX, HE CBA3aHHBIX C
UCITIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

MOJIMHUCKA IO 3JEKTPOHHOM MOYTe Ha pa3IMYHbIEe PEeKJIaMHbIE MaTE€pPHUAaIIbl, JUCTHI PACCHUIKH,
AJIEKTPOHHBIE XXYpPHAJIbl M T.I., HE CBSI3aHHBIE C BBIIIOJIHEHUEM I10JIb30BATEIEM JIOJPKHOCTHBIX
00sI3aHHOCTEIA;

OTKpBITHE (3allyCK Ha BBINOJHEHHE) (aiyioB, MOJYUYEHHBIX MO 3JIEKTPOHHOW IOYTE WU
u3 pecypcoB cetu MHTepHeT, 0e3 mpeaBapUTeIbHONW MPOBEPKH X aHTUBUPYCHBIM MPOTPaMMHBIM
o0ecrieyeHueM.

Pa0ora B ceTsix 0011€ro NoJIL30BaAHUS



I'BIOVY octaBnseT 3a co60ii mpaBo GJIOKMPOBATH WM OTPAHUYHMBATH JOCTYN paOOTHHKAM K
CEeTsAM CBSI3U OOILEro MoJIb30BaHUs, B TOM 4Uucie ceTu MHTepHeT, coaepaHue KOTOPhIX HE UMEET
OTHOILICHUS K UCTIOJTHEHUIO JOJKHOCTHBIX 00513aHHOCTEH, a TaKxKe
K MH(QOPMAIMOHHBIM pecypcaM, COJEpXKaHHE€ M HAIpPaBICHHOCTb KOTOPBIX 3alpelleHbl
3akoHoaarenbCcTBOM Poccuiickoit denepanuu.

Nudopmanus o mocemaembix pabotaukamu  ['BJIOY  wHopmanmoHHBIX pecypcoB
OPOTOKOJIMPYETCS Uil TOCIEOYIOUIero aHalu3a U, IpH HEO0OXOAWMOCTH, MOXET OBITh
IpPEJCTaBICHa PYKOBOAUTENSAM CTPYKTYPHBIX IOJpPA3JEIEHUI, a TaKkKe PYKOBOIUTEIIO

I'BAOY mist KOHTpOS.
[Ipu ucnonb3zoBanuu cetn MHTEpHET 3anpeiieHo:
UCIIOJIb30BaTh IIPENOCTaBICHHBII I'bAOY JOCTYII B CeThb HurepHer

B JINYHBIX LEIIAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NMPOTPAMMHBIE U IPOTPaMMHO-aNapaTHBIE CPECTBA,
MO3BOJISIOIINE MOTYYNUTh HECAHKIIMOHUPOBAHHbIN JocTyn K cetu MHTepHeT;

nyOJIMKOBaTh, 3arpykaTh M pPaclpOCTPaHATh MaTepUaANIbl COJEpKallie HEIO0CTOBEPHYIO
unpopmarnuto o 'BJIOY, a taxxke panbcudunuponats cBoit [P-anpec.

Pe3epBHOE KONUPOBaHMeE U BOCCTAHOBJIEHHE JAHHBIX

OcymiecTBieHNE pe3epBHOI0 KOMUPOBAHUS JOIDKHO OCYILIECTBIIATHCS JUISL:

uHpopmanuu oOpabaTeiBaeMoii Ha (QailloBOM cepBepe U cepBepe INPUIOKEHUH,
WH()OPMAITMOHHON CHCTEMBI;

pabounx MeCT aJJMUHUCTPATOPOB HH(POPMALIMOHHON CUCTEMBI.

YacToTa W pEeXHUM pE3EepPBHOTO KONUPOBAHMSA YCTAHABIMBAIOTCA TAKMM OOpa3oM, 4TOOBI
o0ecreynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX M ONIEpaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOr0 KONMPOBAaHMS M BOCCTAHOBIIEHUS PECYPCOB HH(OPMAIIMOHHBIX
CUCTEM I'BAOY JIOJKHBI IIPOBOUTH YIIOJITHOMOY€HHBIE paboTHUKH
I'BJIOY.

PezepBHOE  KONMUpOBaHHE JIOJDKHO  OCYIIECTBISTHCA B~ aBTOMAaTHYECKOM  PEKUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELHUAIN3UPOBAHHOIO CPEICTBA PE3EPBHOTO KONMUPOBAHHMS
C JEHCTBYIOUIMM CEpPTU(UKATOM COOTBETCTBUS MO TpeOOBAaHUSAM O€30MAaCHOCTH HH(pOpMAIUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUA K IPONECCAM YIIPABJIEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MOHMTOPUHT HH(OPMAITMOHHOI 0€3011ACHOCTH

Ha mocTtosiHHOW OCHOBE JOJKEH MPOBOIUTHCS KOMILICKCHBIH aHAN3 (PYHKIIMOHHPOBAHUS
nHpopmarmonHoit cucremsl ' BJIOY 1 Bo3HHMKaOMUX COOBITHI HHGOPMAIIMOHHONW O€30MacCHOCTH.

[Iporiecc MOHMTOpPWHIA CHUCTEMBI obOecrieueHus: MHPOPMALMOHHON 0e30MacHOCTH JO0JKEH
BKJIIOYAaTh B c€0sl KOHTPOJb OPraHU3allMOHHBIX M TEXHUYECKHX Mep IO 3aliuTe HH(OpMAaIUH,
aHaJIM3 mapaMeTpoB KOH(PUTypaIlMK U HACTPOIKHU CPENICTB 3aIUThHI HHPOPMALIUH.

[Ipy mpoBeeHHM KOHTPOJIBHBIX MEPOIPHUITHH, CBA3AHHBIX C OLICHKOW peanu3alud Mep
no 3amute uHpopmamuu B ['BJIOY, ynomHomMouyeHHblE paOOTHHKHM JOJDKHBI MPUIACPKHBATHCS
CJIEYIOIINX IPUHIUIIOB!

HE HapymaTth GyHKunoHUpoBanue aesreabHoctd [ B0V,

JEHUCTBOBATh B COOTBETCTBUM C YTBEP)KIECHHBIMH OPIaHMU3ALMOHHO-PACIIOPSAUTEIbHBIMA
nokymentamu I'bJ1I0Y no 3ammre uHpopmanuy;

HE CKpBIBaTh (DaKThI BHISBJICHHBIX COOBITHI HHGOPMAIIMOHHON 0€301TaCHOCTH;

0(pOPMIISTH OTUETHI, MOATBEPKAAOIIIE BBIIOJIHEHUE MEPONIPUATHH 10 3a1uTe HHPOPMALIUH.

WHdpopmanus, NodydeHHass B XOAE MPOBEACHUS KOHTPOJIMPYIOUIUX  MEpONPUATHH
0 JEUCTBUSX, COOBITUSX M TapamMeTpax, MMEIOIIMX OTHOLICHHE K pealu3alid Mep MO 3alluTe
UH(pOpMaLUHY, JO0JKHA KOHCOJIMIUPOBATHCA M XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJy4eHHE
K HEll HECAaHKIITMOHUPOBAHHOI'O JJOCTYTIA.



MOHUTOPHHT JaHHBIX O 3aPETHCTPHUPOBAHHBIX COOBITHIX MH(POPMALMOHHOW 0€301MacHOCTH
JIOJDKEH MPOBOJUTHCS, TI0 BO3MOXHOCTH, C UCIOJIB30BAHUEM CUCTEMBI MOHUTOPHUHIA MHIUIEHTOB
UH(POPMALIMOHHON 0€30IaCHOCTH MJIM BCTPOECHHBIX MEXAaHM3MOB HACTPOMKH U aylquTa COOBITUN
B INPOTrPaMMHBIX U TNPOrpPaMMHO-AMIMapaTHBIX CPEJICTBAaX, MCIOJIb3YEMbIX B HMH(OPMAIMOHHON
undpactpykrype I'B/IOY.

YnpasjieHue puckamMu

Omnpenenenue BHYTPEHHHX TpeOOBaHMN IO 3ammre WH(OPMAIMM, JOJKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax IPOBEICHMs aHalIM3a PHCKOB HapyIIEHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
Ui uHGopMannoHHbIX pecypcoB I'BJIOY.

OCHOBOI OLIEHKH PUCKOB JOJ’KHA OBITh OLIEHKA YCIOBUN U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHOM HapyIIeHUS LETOCTHOCTH, KOH(DUACHIMAIBHOCTHU U JOCTYITHOCTH 111 HH(POPMAIIMOHHBIX
pecypcoB I'BJIOY.

Pe3ynbraToM mpoBeleHUs aHAM3a PUCKOB JIOJDKEH OBITh Pa3pabOOTaHHBIM KOMIUIEKC Mep,
HalpaBJIEHHBIX HAa CHWKEHHE BO3MOYKHOI'O HETaTHMBHOI'O BIIMSHUS HAa OCHOBHYIO JEATEIBHOCTH
I'BAIOY npu peanuzanuu TOW WIM  HMHOHM  yrpo3sl  Oe3omacHOCTH  HMH(pOpMaIu
U 00ecleunBaoLINX B JAJbHEHIIEM JI0CTaTOYHBIA YPOBEHb 3alUINEHHOCTH HH(OPMAaLMOHHBIX
cuctem I'BZIOVY.

YnpasjieHue HHIUAEHTAMU HHPOPMALMOHHOM 0€301aCHOCTH

s obecriedennst 3PPEKTUBHOTO pa3perieHHs] HHIIUISHTOB HH(POPMALMOHHOM 0€301MacHOCTH
B ['BJIOY, MUHMMHU3AIUKA OTEPh U YMEHBILICHUS! PUCKAa BOSHUKHOBEHHUS TOBTOPHBIX HHIIUECHTOB
JIOJDKHO OCYILECTBIIATHCS YIPABICHUE UHIIMICHTaMU HH()OPMAITMOHHON 6€30I1aCHOCTH.

Jns ynpaBiieHUs MHIMZCHTaMH MH()OPMAIMOHHONW O€30MacHOCTH J0JDKHA OBITh CO3/laHa
ciry>k0a MOHMTOPUHTA M PearupoBaHUs Ha MHIUACHTH MHPOPMAIIMOHHONW 0E€30MaCHOCTH, KOTOpast
IIOCPEJCTBOM KOMIUIEKCA CPEACTB M MEpPONpUATUH A cOopa M KOHCONIMZAUMU HHGpOpMaluu
00 MHUUACHTAX peIIaeT NaHHYI0 3a7ady. B OTHOIIEHMM Ka)XIO0ro MpPOHM3OLISINIEr0 HHIUICHTA
pabOTHUKaMU W3 CIy*Obl MOHUTOPMHIAa W pPEAarMpoOBAaHUs HA HHIUAEHTH HWH(POPMALMOHHON
0€30IaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
Ha JTaHHbBIN HHIUJICHT.

AyauT cucreMbl o0ecriedeHusi HHPOPMAIMOHHOM 0e30IaCHOCTH

B LENIX OLIEHKH TEKYILETO YpOBHS UH(POPMALMOHHOM 6e30macHOCTH
I'BAOY Ha perynspHO OCHOBE JIOJDKEH MPOBOJAUTHCS ayIUT HH(POPMAITMOHHON O€30MaCHOCTH.

BHyTpeHHue aynuThl JOJDKHBI BBINONHATBCA pabotHukamu ['BJIOY. B uumcno 3amay,
pelIaeMbIX P MPOBEJICHUN BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOM 0€301acHOCTH, BXOSAT:

cOOp M aHAJIM3 UCXOIHBIX JAHHBIX 00 OpPraHM3aLMOHHOW U (PYHKIIMOHAIBHOW CTPYKTYpe
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUISl OLIEHKU COCTOSIHHSI CHCTEMBI 3alIUThl HH(OpMaLIUK;

AQHAIN3 YTBEP)KICHHBIX OPTraHU3allMOHHO-PACIOPSAUTEIBHBIX JIOKYMEHTOB 110 3alllUTe
nH(popMaIMK Ha TPEAMET X MOJHOTHI U Y()PEKTUBHOCTH, a TaKKe POopMUpPOBAHNE PEKOMEHIAIIHIA
10 UX J0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBanue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEJCTB 3alIUTHI
uHpOpMaInu;

IpoOBEpKa MPaBUIBLHOCTH BBIOOpA U HACTPOMKH CPEACTB  3alIUThl  MH(pOpMaLHH,
dbopMHpOBaHUE TPEATIOKEHUNH MO MCIIOJIB30BAaHUIO MMEIOIIUXCS CPEACTB 3alllUThl MH(pOpMauu
JUIsL  TIOBBIIIEHWUSI YPOBHS  HaA&KHOCTH U 0€30macHOCTH  MH(GOPMALMOHHBIX  CHCTEM
I'A0OY;

aHAJIW3 OTYETOB [0 MPOU3OLICAIINM HHUUJACHTaM HWH(GOPMAMOHHON 0e30macHOCTH
Y TIPUHATHIM MEpaM 110 UX pa3pelleHUIo.

IHoBbImeHne 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanMM = KOMIUJIGKCHOTO HPOTHBOACWUCTBUS  yrpo3aMm 0€30MacHOCTH
uHopmaruu, wucxomsmmMm oOT pabotHukoB ['BJIOY nomkHa TOCTOSHHO TOBBIMIATHCS UX
OCBEJIOMJICHHOCTb B O0JIACTH 3alIUTHl HH(OpMAIIH.

[ToBbimienne ocBenomiaeHHOCTH paboTHUKOB [ BJIOY ocymecTrusiercs:



no cymectBytomuM B ['6/I0Y oprannzannoHHO-pacnopsInTENbHBIM JOKYMEHTAM;
no npuMmeHsieMbiM B 'BJIOY mepam 3ammutsr nHpopMmanuu;
110 IPABUIILHOMY UCIIOJIb30BAaHUIO CPE/ICTB 3AIIUTHI HH(POPMALIUH.

7 3AKJIIOYEHHE

[Ipn wm3MeHEHWHM AEUCTBYIONIIETO 3aKoHOJaTenbcTBa Poccuiickoit denmepamuu B obiacTu
3amMThl  MHGOpMAIMM, a  TakkKe  OpPraHM3alMOHHO-PACHOPSAUTENBHBIX  JIOKyMEHTOB
I'bAOY  nacrosimias Ilomutka W W3MEHEHUST K  HEH  NPUMEHSIOTCS B YacCTH,
HE MPOTUBOPEYALIECH BHOBb NMPUHATHIM 3aKOHOAATEIbHBIM U MHBIM HOPMAaTUBHBIM aKTaM, a TaKKe
BHYTpeHHUM JokyMeHTam ['B/I0VY.

Bcee TpeGoBaHus, YCTaHOBJIEHHbIE JENCTBYIOUM 3aKOHOJATEILCTBOM
Poccuiickoit @enepanuu, MoI3aKOHHBIMU aKTaMU M JJOTOBOPHBIMHU OTHOILIEHUSIMH, & TaKKe MOJIX0]1
I'BIOY x obecnedyeHuIo COOTBETCTBUS 3THUM TPEOOBAaHUAM JOJDKHBI OBITh SIBHBIM 00pa3zoMm
OIIpEECIIEHBl, JOKYMEHTUPOBAHBI U MTOAJIEP/KUBATHCSA B AKTYAJIbBHOM COCTOSTHHUM.

I'BAOY B  IpPUOPUTETHOM  HANpaBIEHWU  JOJDKEH  PAacCMaTpUBaThCsl — NEPEXOJ
Ha IIPOrpaMMHOr0 00€CIeYeHHEe OTEUECTBEHHOTO TPOU3BOIUTENS, BKIIFOUEHHOTO B €IUHBIN peecTp
POCCUICKMX MPOTrpamMM JUIs JIEKTPOHHBIX BBIYMCIMTEIBHBIX MAIIMH M 0a3 JaHHBIX. B TOM ymcie
II0 YacTU CEPBEPHOr0, KOMMYTAIlMOHHOIO OOOpYIOBaHUS M NPOTrPaMMHO-aNMapaTHBIX CPEACTB
BKJIFOYCHHBIX B EJUHBIN peecTp pOCCUICKON PaAuO3IEKTPOHHON IIPOLYKIIMH.

IlepecMoTp ¥ BHECEHHME H3MEHEHUHM B HacrosAllylo IlonuTUKy OCYIIECTBIIAIOTCS
Ha MEPUOINYECKON U BHEIIJIAHOBON OCHOBE.

8.Cniucok McnoJL30BaAHHBIX HCTOYHHKOB

1  ®enepanbubiii 3ak0H OT 27.07.2006 No 149-®d3 «O6 wmHpopmainuu, uHGOPMAITMOHHBIX
TEXHOJIOTHSX U O 3alUTe UHPOPMAIIH.

2 ®enepanbHbiii 3aK0H 0T 06.04.2011 Ne 63-D3 «O06 31EeKTPOHHOM TOATTHCH.

3 IlocranoBnenue IlpaBurennctBa Poccuiickoii ®enepaumu ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [lonoxeHus 0 TMIEH3UPOBAHUN JAEATEIBHOCTU 10 pa3paboTKe, TPOU3BOJICTRBY,
pacrpocTpaHeHu0 MU(PPOBaIbHBIX (KpUNTOrpaduuecKnx) CpencTB, WHOOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BAHUEM INH(POBATBHBIX
(kpunTorpadueCKnX) CPEACTB, BBIIIOJHEHHIO padOT, OKa3aHHUIO YCIYr B 00JacTH MU(pPOBaHUS
UHPOpPMALIUK, TEXHUYECKOMY OOCITYKHUBAaHHIO HIH(PPOBATBHBIX (KpUNTOrpauyecKux) CpPeiCTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHUKALMOHHBIX CHCTEM, 3AIUIICHHBIX C UCIIOJIb30BAHUEM
mupoBaTbHBIX (KPUOTOTPAPHUUECKUX) CPEACTB (32 HCKIIOYCHHEM Clydas, €CIM TEXHHYECKOe
obcnmyxuBaHue MHUQPPOBATHHBIX (KpUnTOrpadUuecKnx) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM INH(POBATBHBIX
(kpunTorpadueCKnX) CpPEIACTB, OCYIIECTBISACTCS [JIi OOecredeHuss COOCTBEHHBIX HYX]I
IOPUINYECKOTO JIUIA WM UHAWBUAYALHOTO MPEAIPUHIUMATEIIS).

4 IlocranoBnenue IlpaButenbctBa Poccuiickoit ®Penepanuu ot 01.11.2012 Ne 1119
«O06 yTBepkaeHMU TpeOOBaHMM K 3allUTe TMEPCOHAIBHBIX JaHHBIX MPH HX 00paboTke
B MH(QOPMAIIMOHHBIX CHUCTEMaX MEPCOHATbHBIX JAHHBIX).

5 [IIpuxkaz @AIICHU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HHCTpyKuun
00 opranm3anuu U oOecredeHUr Oe30MaCHOCTH XpaHEHMs, OOpabOTKH M Tepenayd Mo KaHallaM
CBSI3U C HCIOJB30BAaHUEM CPEICTB KPUNTOrpaduyecKoi 3amuThl HHPOPMAIIUU ¢ OTPaHUYECHHBIM
JIOCTYIIOM, HE COZEpIKAIllel CBEICHUH, COCTABIIIOIIUX TOCYJaPCTBEHHYIO TAHY.

6 IIpukaz @DCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxknaenun Ilonoxenus
0 pa3paboTKe, IPOU3BOJCTBE, PEATU3AIMH U FKCIUTyaTalluH MU(PPOBAITBHBIX (KpUNTOrpadUIeCKUX )
cpencts 3anuThl uHGopManuu (I[Tonoxenune [TK3-2005)».

7 Ipukaz ®CTIOK Poccun ot 11.02.2013 Ne 17 «O06 yrBepKacHUNA TPEOOBAHMA O 3aIUTE
MH(pOpMAIIMU, HE COCTABIIONICH TOCYIAapCTBEHHYIO TaifHy, COAEpIKalleiics B roCydapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAX).



8 IIpukaz ®CTIK Poccunm ot 18.02.2013 Ne 21 «OO6 yTBEp>KI€HUH COCTaBa U COACPIKAHUS
OpPraHM3AI[MOHHBIX U TEXHUYECKHUX Mep MO O0ecreueHuIo 0e30MacHOCTH MEePCOHANBHBIX JAAHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepxknennn CocTaBa U CoJepKaHUs
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEp MO 00EeCIeyeHHI0 0e30MacHOCTH NMEePCOHATBHBIX JaHHbBIX
npu ux o0paboTke B HMH(OPMALMOHHBIX CHCTEMaxX IEPCOHAJIBHBIX JIAaHHBIX C HCIIOJIb30BAHUEM
CpeACTB KpuUOTOrpapuuecKko 3amuTsel HHQOpMAIMK, HEOOXOAWMBIX JJS  BBIIOJHEHHUS
yctaHoBieHHBIX [IpaButensctBoM Poccuiickoit deneparuu TpeOOBaHMI K 3aIIUTE MEPCOHATBHBIX
TAHHBIX
JUTSL KQKJIOTO U3 YPOBHEU 3aIIUIIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wuHpopManud. ABTOMATU3MPOBAHHBIE CHCTEMBI
B 3aIlIMIIIEHHOM HcToTHeHUH. O01mure TpeOoBaHUsY.

11 TOCT P 51898-2002 «Acnextsl 6e3omacHocTH. [IpaBria BKIIOUEHUS B CTAHIAPTHD».

12 TOCT P 50.1.056-2005 «Texnuueckass 3ammra HHPOpMauuud. OCHOBHBIE TEPMHUHBI
U OIIPEIICIICHUS.

13 TOCT P UCO/MDBK 27001-2006 «udopmarimonHas TexHojgorus. MeToasl U CpelicTBa
6e3onmacHocTH. CHCTEMBI MEHEPKMEHTa MH(POPMAIIMOHHON 0€301acHOCTH. TpeOoBaHUs».

14 TOCT P 50922-2006 «3ammra nadopmaruu. OCHOBHbIC TEPMUHBI U OTIPEICICHUS.

15 TOCT P 51275-2006 «3amurta wunpopmaruu. O0bekT wHbOpMaTtH3anuu. DaxTopsl,
BO3/cHicTBYIOMIME Ha nHpOopManmo. OOIIHe MOTOKEHUS.

16 TOCT P MCO/MBK TO 13335-5-2006 «MupopManmionHass TeXHOJOTHs. MeTobl
U cpencTBa obecrieueHust 6e3zonacHocTH. Yacth 5. PyKOBOJICTBO MO MEHEKMEHTY 0e30macHOCTH
CETH.

17 TOCT P HCO/TO  13569-2007 «DunancoBble  yciuyrd. PexkomeHnanuu
1o “H(pOPMAITMOHHOM 0€30ITaCHOCTIY.

18 T'OCT P NCO/MDBK 27005-2010 «MupopmarnimonHas TexHogorus. MeToasl U CpelicTBa
obecrieueHus 6€30MacHOCTH. MeHeHKMEHT prcKa HHOOPMAITMOHHOM 0€301TaCHOCTH.

19 TOCT P UCO/M3K 27004-2021 «MuopmarionHast TeXHOJIOTUS. METOABI U CPeACTBa
obecrieueHust 0Oe30macHOCTH. MEHEKMEHT WH(OPMAIMOHHOW 0e30macHOCTH. MOHUTOPUHT,
OLIEHKA 3aIIMIIEHHOCTH, AaHAIU3 U OLICHUBAHHE.

20 T'OCT P 51897-2021 «MeHemxMeHT pucka. TepMHUHBI ¥ OIIPEIETCHUSI.

21 TOCT P 52069.0-2013 «3ammra undpopmauuu. Cucrema crangaptoB. OCHOBHBIE
MIOJIO’KEHUS.

22 KoHuemnmus nH(OPMAITMOHHON 0€e30IMacHOCTH HUCIIOJIHUTEIILHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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